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1. Prerequisites

The main prerequisite is to have Citect SCADA 2018 R2 and OFS 3.62 installed on the machine before the following
steps. To configure Citect SCADA 2018 R2 in secure mode, it is required to run it as a service. While running Citect
SCADA 2018 R2 as a service, two scenarios are possible to establish connection to OPC Factory Server (OFS). This
Whitepaper will cover the following two scenarios:

1. Citect running as a Service connecting to OFS running in desktop mode

2. Citect running as a Service connecting to OFS running as Service

But before let’s introduce the Citect SCADA 2018 R2 configuration setup for the Encryption and Service mode.

2. Running as a Service (RaaS) with Encryption

1- Setup Citect SCADA 2018 R2 in the Configurator tool. Launch the Configurator.
2- Setup the Server Password in the configurator in the Computer Setup section too.

3- To run Citect as a Service in Citect SCADA 2018 R2 you need to tick Run Runtime Manager as a service
option in the Computer Setup section and click Configure.

-AConﬁgurator - O X
File Help
=@ Citect SCADA Help
@ Computer Setup Server Authentication
@ Encryption

figuration of a server password. Setting

= @ Commeon Platform

t with each other.
@ System Management Serve

Configure Server Password

Password

Confirm Password

Project Run Path

R: the project selected in Citect Studio, or the project that has been deployed by the

(®) Run the project selected in Citect Studio.
Run the project deployed from the Deployment Server,

CAProgramData\AVEVA\Citect SCADA 2018 R2 |...

Runtime Manager Canfiguration

anager can be col
Manager allows

Run Runtime Manager as a service

IConfiguration Messages

Computer setup completed.

>

Caption — Computer setup setting in Configurator: Run Runtime Manager as a service
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4- Configure your System Management Server based on your requirements.

A Configurator — o X

3 @ Citect SCADA
@ Computer Setup
@ Encryption
3@ Commeon Platform
@ System Management Server

Machines running AVEVA software must be configured to trust each other so that encrypted
communications can be utilized. This is done by connecting them to a System Management Server.

Connect to an existing System Management Server.

This machine is the System Management Server,
There should only be one System Server in your topology for all AVEVA products. All
other machines should be configured to connect to this System Management Server.

No System Management Server configured. (NOT RECOMMENDED)
This option also allows you to remove any existing certificates that were managed by the System
Management Server.

You can connect to an existing System Management Server or configure a new System Management
Server by selecting one of the first two options, respectively. When you click Configure, a certificate and
the web ports to use for communication are configured. To modify these configurations, click Advanced.

Advanced

Configuration Messages
Updating HTTP Bort 80 in the registry. ~
Remove the SSL{HTTPS) with weak wildcard.

Checking if binding a site to the SSL{HTTPS) port is allowed.
Ensuring the SSLIHTTPS) port has the comect ACL.
Updating HTTPS Part 443 in the registry.

Configuring the certificate binding.

7 , | Centificates are configured.

Caption — Configure the System Management Server section

5- Configure the encryption mode in the Encryption section.

A Configurator - Oox
File Help
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@ Computer Setup
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2@ Common Platform /] Enable Encryption
@ System Management Server

] Accept pled and ypted iong (mixed mode)

This mode is recommended only for online upgrades and/or supporting legacy CtAP based

Encryption Prerequisites  Fefresh
This computer must be registered with the System Management Server

v
Citect Runtime Manager must be configured to run as a service (not required for V
clients).

Configuration Messages
Updating HTTPS Port 443 in the registry. ~
Configuring the certificate binding.
Certificates are configured.

Connecting to the System Management Server
electric.com:dd3’.

Computer setup completed.

Encryption setup completed.

< »
AR Messages

Caption — Configure the Encryption in the Configurator
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3. Citect RaaS connecting to OFS desktop mode

1-

Use the default service settings for Citect Runtime Manager service — Log on as SYSTEM

Log on as:

(O This account

Citect Runtime Manager Properties (Local Computer)

General LogOn  Recovery Dependencies

(®) Local System account
[] Allow service to interact with desktop

e

Browse..

Apply

Caption — Service settings for Citect Runtime Manager service

Run a Citect project using OFSOPC driver

Citect service launches OFS in desktop mode. Please note that OFS is using the current logged in Windows

User

OPC Factory Server - [Server Status]
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Caption — OFS desktop OPC Factory Server window

Citect is now running as a service, but OFS is running as a desktop application in interactive mode. This
setup works fine while you stay logged in to Windows. If you logout of Windows then OFS will shutdown

and the communication will stop until you login to Windows again. To solve this problem, use both Citect
and OFS Raas.
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4. Citect and OFS both RaaS with same user

1- Select a local windows or domain user that will be used for COM communication between OFS and Citect
when running as a service.

2- Setup OFS to run as a service by running “ofsservice.bat” located in C:\Program Files (x86)\Schneider
Electric\OFS\Server. This will create a Windows service called OFservice.

3- Configure the Log On setting of the OFS Service to “This account” and set it to a domain user or local user

— [m] X

S Services
File Action View Help
| FEez HE »eonn

_,(, Services (Local) . Senvices (Local]

OFservice Narne Description Status 2

X @;OFSEMCE Running
Stop the service {:J
R

Restart the service OFservice Properties {Local Computer) *

%] General LoaOn Recovery Dependencies
s Log on as:

g

€| O local System account

S Allow service to interact with desktop

@ Runnin
& @masoan s :
e Running
4

&
A Running
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S Running
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o ||y

Extended )( Standard/

Caption — Service Log On settings for OFS service
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4- Setup Automatic startup mode and start OFservice

OFservice Properties (Local Computer) X
General LogOn  Recovery Dependencies

Service name:  OFsenvice

Display name: OFservice

Description:

Path to executable:
C:Program Files (x86)"Schneider Blectric\OF5"Serverofservice exe

Startup type: | Automatic il

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

| ok || cancel || Appy

Caption - Service settings for OFS service

5- Go to DCOM Config in Component Services and set the Identity of the “Schneider-Aut OPC Factory Server” to
“This User” and set it to the same domain user or local user

®: Component Services B H .
. File Action View Window Help -8 %
— — o
= nEIXECEIBE D%
(I3 Console Root Name | Application ID # | Actions
N .
v gjrzponent Services ‘& Schneider-Aut OPC Factory Server {E7675000-9FF3-11D1-A DCOM Config -
v omputers Schneider-Aut OPC Factory Server Properties 7 X Mare Actions 4

~ (& My Computer
> [ COM+ Applicatio
> __| DCOM Config
> [] Running Processe
» [ Distributed Transi
vent Viewer (Local)
ervices (Local)

General Location Secuity Endpoints  Identity

Which user account do you want to use to run this application?

(O The interactive user.
(O The launching user

(®) This user.
User |Usert| | | Browse.

The system account (services only).

Leam more about setting these properties

~ U NI I I I M I I W I I W 1 W I I W I W I W 1 S I I W I W W

[ok ]| cancel | aony

Caption — DCOM settings for OFS
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6- Configure the Log On setting of the Citect Runtime Manager service to “This account” and set it to the same

domain user or local user

&k Services

File Action View Help

L AN (NEREREYN 7 Ro=l R I
Citect Runtime Manager

Stop the service
Bestart the service

Description:
Operate Citect Runtime in Service
Mede

Name Description

&C\te:t Runtime Manager Operate Citect Runtime in 5...

Citect Runtime Manager Properties (Local Computer) X

General LoaOn  Recovery Dependencies
Log on as

(0 Local System account
Mlow service to interact with desktop

® This accourt [Usertn | | Browse..

Password:

Corfirm password:

0K || Cancel || Apoly

AGEHPHBPPOEHSHPPBPPOBESH B

Status

Running

Running
Running
Running

Running
Running
Running
Running

Running
Running

Running

~

Extended /i Standard //

Caption — Service Log On settings for Citect Runtime Manager service

7- Setup Automatic startup mode and start Citect Runtime Manager service

Citect Runtime Manager Properties (Local Computer)
General |ogOn Recovery Dependencies

Service name: Citect Runtime Manager

Display name: Citect Runtime Manager

*

Path to executable:

Description: r?perate Citect Runtime in Service Mode

"C:\Program Files (86)\AVEVA\Citect SCADA 2018 R2\Bin\5E.SCADA.Ru

Startup type: | Automatic

£

Service status: Running

Start Stop Pause

from here.

Start parameters:

You can specify the start parameters that apply when you start the service
h

Resume

| ok || Ccancel

[ Appy |

Caption - Service settings for Citect Runtime Manager service

8- Reboot the machine for DCOM changes to take effect.

9- Citect SCADA and OFS are running as a service
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